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COPY FROTECnON FOR DATABASE UPDATES 
TRANSMITTED VIA THE INTERNET 

CROSS REFFKENCE TO REf .AT FJ) APPUC ATTONR 

The present application is based upon and 
claims priority of U.S. Provisional ;^plication No. 
60/021,702, filed on July 12, 1996. 

BACKOROITIvm OF Tff E INVENTTON 
1 Field of t he Invention 

The present invention relates to a system for 
protecting the unauthorized use of software transmitted 
over a communication link and more particiaarly to a 
system in which the software is encrypted with a unique 
software key that only allows the software to be 
uploaded into a unit, such as global positioning system 
(GPS) unit, with a matching software key. 
2. Description of the Prior Art 

Global positioning systems are known to be used 
in aircraft and other vehicles for navigation. Such GPS 
systems not only provide the position of the aircraft or 
vehicle but may also be integrated with topographical 
and/or navigational data, such as terrain and airport 
topographical data as well as highway maps stored in a 
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TiltT.' T ' -"cation Of the vehicle or 

aircraft reletxve to the topographical data or hi^hv^y 
.nfonnatron. Por example, as aisdosed in U.S. Pate'f 
*PPl.catxon serial No. oe/50S,6« filed on auly 31 
1995, assignea to the sa,ne assignee of the present' 
invention, the topographical data, such as the elLtion 
Of the highest Obstacles .ithin a predetennlned e^ » 

Zt all t ' aircraft. r>.^ 

GPS allo,« the topographical data to be displayed as a 
function of the position of the aircraft 

-a need:\Th:t:;.rdu?tTr:" 

M...ay infor^tior B jiVo^r^ ei^riri:" 

Which soft,are that is transmitted over the In^e'L can 
be duplicated, updates of the topographical data L 

liTd'tolhr""'' ^ 

nailed to the customers. Typically, users of such 

IS available by checking with the database vendor 
orders are typically placed by telephone. The update 

AS such, from the ^i^ the order is placed, considerable 
t.me passes before the updated topographical data is 
actually received by the custo^r so it can be uploaded 
into the custos,er's integrated GPS unit, ^e deLy is 
even more acute for international custoners for ,hLb 
the mailing time is considerably greater. 

There are other problems associated with 

dlsT^ttl' oT"' '^^--^^^ ^ navigational data on 
diskettes or cartridges to a customer. Por e«mple for 
customers that have multiple integrated ops u^ ^h! 
customer ^y choose to upload the updated data on;o s«h 
^ultip e units even though the customer has only ^a id 
for the update for a single unit. The customer m^y also 
transfer the update diskette or cartridge to a„o"er 
unauthorized user. "i-ner 
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SUMM AWV nf THE INVRT^ OK 

It is an object of the present invention to 
solve various problems in the prior art. 

It is yet another object of the present 
invention to provide a system for preventing 
unauthorized use of a database or other software 
transmitted over a communication link, such as the 
Internet . 

Briefly, the present invention relates to a 
system for transmitting a database or other software 
over a communication link, such as the Internet, which 
prevents unauthorized use. in order to prevent such 
unauthorized use, the customer's equipment, such as a 
GPS unit, is provided with a unique software key. The 
updated database is ordered over the communication link 
by providing the unique software key and may include 
electronic payment information. The database is 
encrypted, for example, as a function of the unique 
software key and transmitted over the communication link 
in encrypted form along with an upload program. The 
upload program only allows the encrypted database to be 
uploaded into a unit with a matching software key. As 
such, the system allows updated databases to be 
transmitted rather quickly and easily over a 
communication link while preventing unauthorized use. 

BESCRIPnON OF THT ?, DRAWTNaS 
These and other objects of the present 
invention will be readily understood with reference to 
the following specification and attached drawings 
wherein: 

FIG. 1 is a graphical illustration of an 
exemplary Internet page layout in accordance with the 
present invention; 

PIG. 2 is a simplified representation of a 
dialog box which may form a part of one of the Web pages 
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for user information, such as the unique software key, 
in accordance with the present invention; 

FIG. 3 is a sintplified view of a personal 
computer interfacing with an Internet server in order to 
provide user information; 

FIG, 4 is similar to FIG. 2 illustrating the 
process of downloading the software from the Internet to 
a user's personal computer; 

FIG. 5 is a siir5)lified graphical representation 
illustrating the uploading of the software from the 
Internet being transferred between a personal computer 
and a product, such as an integrated global positioning 
system (GPS) unit; 

FIG. 6 is a block diagram illustrating the data 
flow and the organization of the software on the 
Internet server in accordance with the present 
invention; 

FIG. 7 is a sinplified flowchart illustrating a 
portion of the system in accordance with the present 
invention for ordering software over the Internet; 

FIG. 8 is a graphical representation of a 
dialog box for user payment information which may form a 
portion of one of the Web pages illustrated in FIG. 1 in 
accordance with the present invention; 

FIG. 9 is a graphical illustration of a dialog 
box for enabling users to provide information regarding 
the requested software as well as a unique software key 
which may form a portion of one of the Web pages 
illustrated in FIG. 1 in accordance with the present 
30 invention; 

FIG. 10 is a graphical illustration of a dialog 
box for the user's desired payment method which may form 
a portion of one of the Web pages illustrated in FIG. l 
in accordance with the present invention; 

FIG. 11 is a graphical illustration of a 
confirmation page which may form a portion of one of the 
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Web pages illustrated in FIG, 1 which enables the user 
to download software over the Internet in accordance 
with the present invention; 

FIG. 12 is a flowchart of the system in 
5 accordance with the present invention which provides 
copy protection for software transferred over the 
Internet in accordance with the present invention; 

FIG. 13 is a flowchart of the software at the 
server for encrypting the software to be transferred 
10 over the Internet in accordcuice with the present 
invention; and 

FIG. 14 is a flowchart of the decryption 
process for uploading software trajisferred over the 
Internet to a customer's unit, such as an integrated 
15 global positioning system (GPS) unit. 

DETAILED DESCRIPTION 

The present invention relates to a system for 
preventing unauthorized use of a database or other 

20 software transmitted over a communication link, such as 
the Internet, for use in particular electronic 
equipment, such as a global position system (GPS) unit. 
As mentioned above, such systems utilize topographical 
data for various regions of the world in order to 

25 display the topographical data as a function of the 
position of the aircraft. Heretofore such GPS units 
have been sold with topographical and/or navigational 
data stored in a database on cartridges or diskettes. 
Updated databases are known to be shipped through the 

JO mail. Such a process takes a relatively long period of 
time. The system in accordance with the present 
invention allows the database update to be transmitted 
over communication links, such as the Internet quickly 
and easily while virtually eliminating unauthorized use 

(5 of the database information. More particularly, each 
GPS unit is provided with a unique software key. The 



wo 98/02793 



PCTAJS97/12021 



-6- 



10 



15 



unique key is an 8 digit hexadecimal number, which may 
be embedded in a read only memory (ROM) within the GPS 
unit or stored within a removable cartridge at the 
factory prior to a GPS unit being shipped to the 
customer. The user uses the unique software key to 
order update software, such as an update database for 
the GPS unit, over the communication link cuid upload the 
database into a GPS unit with a matching software key, 
for example as illustrated in FIGS. 3, 4 and 5. For 
example, the user sinqply connects to the GPS database or 
other software vendor's home page on the Worldwide Web. 
After providing the xinique software key number as well 
as the desired payment method, the database or other 
software is encrypted as a function of the unique 
software key at the Internet server, for example. The 
encrypted software is transmitted to the user over the 
Internet along with a decryption program which only 
allows the software to be uploaded into a GPS unit 
having a matching key. Since the updated database is 
encrypted as a function of the unique software key, any 
attempts to upload the software into a unit not matching 
the unique software key will be futile. Although 
multiple copies of the encrypted database can be made, 
the system in accordcuice with the present invention 
prevents these encrypted copies from being uploaded into 
multiple GPS units. 

The present invention is suitcQ>le for updating 
the topographical information stored in databases for 
use with various integrated GPS systems, such as, KLX 
100 GPS/com, KLN 98/KLN 89B GPS, KLN SOB GPS and KLN 
900 GPS, available from AlliedSignal, Incorporated. 
Although the system in accordance with the present 
invention is described and illustrated in terms of 
transferring updated database information for an 
35 integrated GPS over the Internet, the principles of the 
present invention are clearly applicable to protecting 
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virtually any type of software transmitted over 
virtually any communication link; wired or wireless. 

It is also to be understood that the principles 
of the present invention are also applicable to other 
5 forms of electronic transfer that do not involve the 
Internet and may be implemented for transferring 
software over virtually any communication link, such as 
a modem and even a wireless link. Moreover, as will be 
discussed in more detail below, a personal computer is 

10 used to access the Internet server, for example, which 
contains the software to be transferred as illustrated 
in FIGS. 3 and 4, The desired software is then 
encrypted and transferred along with a decryption 
program back to the personal computer, which, in turn, 

15 is used to transfer and decrypt the software into a 
separate electronic unit, such as an integrated GPS 
unit. However, it should also be understood that the 
principles of the present invention are also applicable 
to systems in which the desired software is also 

20 transmitted from a remote communication node, such as an 
Internet server, directly to the unit, such as the 
integrated GPS unit itself. 

Referring to FIG. 1, an exemplary Web page 
layout is illustrated. The exemplary Web page layout 

25 includes a home page 22. The home page 22 is provided 
with one or more hyperlinks to provide access to the 
succeeding Web pages. As shown, the home page 22, for 
exaitple, as illustrated in FIG. 8, may be provided with 
a hyperlink to a database selection page 24 (FIG, 9). 

JO The database selection page 24 enables a user to select 
the specific database. As mentioned above, depending 
upon the type of integrated GPS unit, various update 
databases are available for transfer over the Internet. 
After the particular database is selected from the 

15 database selection page 24, a hyperlink may be provided 
to a method of payment Web page 26 with hyperlinks to a 
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credit card Web page 28 (FIG. 10) and a user password 
Web page 30. It is to be understood that the payment 
option is merely optional. The credit card Web page 28 
and the user password Web page 30 allow alternate 
payment methods for the user in systems which include 
electronic payment. The credit card Web page 28 
requires the user's credit card information as well as 
the unique software key (FIG. 2) . Alternatively, the 
system allows for the customer to contact the software 
supplier ahead of time and establish an account. In 
this situation the user merely enters a password for the 
account as well as the unique software key for the unit. 
The credit card Web page 28 and the password Web page 30 
are provided with hyperlinks to a confirmation page 32 
15 (FIG. 11) . The confirmation page 32 is merely exemplary 
and is not required for practice of the invention. The 
confirmation page 32 confirms the user's selection for 
the particular database as well as the method of 
electronic payment. If the user enters a confirmation, 
a hyperlink may be provided on the confirmation page 32 
to initiate downloading of the updated software, which 
is linked to a message page 34 which indicates 
downloading in progress. 

FIGS. 3 through 7 illustrate the present 
5 invention. As shown, user information is transferred 
over the Internet to one or more Internet servers 36 by 
way of a personal coit5)uter which may be an IBM 
compatible personal computer or other personal computer 
suitable for connection to the Internet. The software 
is encrypted and then transferred from one or more 
Internet servers 36 back to the personal computer 38 
along with a decryption and upload program. The upload 
program enables the encrypted database to be uploaded 
into a product with a matching software key, such as an 
integrated CPS unit 40. 
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The software layout for the system is 
illustrated in FIG. 6 auid includes a user database 40, a 
master "nav" database 42 and an upload program 4 5, 
identified as NETLOAD.EXE, The user information for 
5 exair5>le, regarding account and password information, 
etc. is maintained in the user database 40, accessible 
by the server 36. The topographical information is 
stored in the master "nav" database file 42, also 
accessible by the server 36. Once the user provides the 

10 unique software key as well as the desired payment 

method, a copy of the topographical and/or navigation 
data from a master "nav" file 42 is encrypted as a 
function of the unique software key, provided by the 
user and stored in a ''keyed DB file" 44. The keyed DB 

15 file 44 is then compressed into a zip file 46 and 

transferred to the user by way of the Internet along 
with the decryption or upload file 45., identified as 
NETLOAD.EXE. The decryption file 45 enables the zip 
file containing the encrypted database to be uploaded 

20 into a product 40 as long as the software key of the 

product matches the software key to which the database 
was encrypted. If the software key matches the unique 
key within the product, the database is decrypted atnd 
uploaded into the product. 

25 A simplified flowchart for the system in 

accordance with the present invention is illustrated in 
FIG- 7. Initially, the user connects to the datcibase 
vendor's home page in step 48. Once connected to the 
database vendor's home page, the user selects a database 

30 from the available databases in step 50./ Steps 52 and 
54 provide for alternate payment methods. If a user 
wishes to avoid providing credit information over the 
Internet, the user ccin obtain a password and an account 
and become a registered user. Thus, the system checks 

35 whether the user is a registered user in step 52. If 
not, the system assumes the payment will be made by 
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credit card in step 54. In both steps 52 and 54, the 
user also provides the unique software number that is 
used to encrypt the database as a function thereof. 
After the payment method and unique software key are 
entered, a confirmation page is generated in step 56, 
for downloading the software. 

An overall flow chart is illustrated in FIG. 
12. Initially, the unique software key, for example, 
the B digit unique software key unique to the GPS 
system, is read from the GPS unit 40 by the user and 
entered on the appropriate Web pages as discussed above. 
The software key may be printed somewhere on the GPS 
unit 40 to enable the user simply visually read the 
software key from the unit in step 58. In step 60, the 
user logs onto the Internet, chooses a database product 
and provides the unique software key for the GPS unit 
40. The system encrypts the selected database as a 
function of the unique software key and stored into a 
keyed database file 44 (PIG. 6) in step 62. m order to 
conserve storage space, the keyed database file 44 may 
also be compressed in step 63 and transferred to the 
customer personal computer 38 in step 64 along with a 
decryption program 44, identified as NETLOAD.EXE. The 
keyed database file is then uploaded by the user to 
their GPS unit 40 (pig. 5) with a matching software key 
in step 66. 

The flowchart for the database encryption or 
keying is illustrated in PIG. 13. After the user logs 
onto the Internet, selects a database and provides the 
unique software key, the system checks in step 68 
whether the desired database is a type KLN 90 database. 
As used herein the KLN 90 type databases relates to the 
type of processor within the GPS unit 40. In 
particular, KLN 90 type databases are formatted for use 
with Intel type processor chips, while the balance of 
the databases are formatted for use with Motorola type 
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processor chips. Due to the different byte storage 
methods between the two processor styles, the system 
checks in step 68 whether request is for a type KLN 90 
database. If so. a ten^jorary file is created in step 70 
with the database key embedded into the original KLN 90 
file from a master KLN 90 database file 72, a subset of 
the master -naV DB files 42. If the request is for 
other than KLN 90 type database, the system proceeds 
directly to step 74. in step 74. starting with the 
first byte, the byte is encrypted as a function of the 
database key. for example by cyclic redundancy coding 
(CRC) , as discussed below. After the first byte is 
coded with the database key, the key is updated for the 
next byte in step 76. The keyed or encrypted byte is 
written to an output file 82 for later transmission over 
the Internet to the user's personal computer 38 in step 
78. This process is continued until all of the bytes in 
the database file have been keyed and written to the 
output file 82 as illustrated by step 80. After all of 
the bytes have been written to the output file 82. a 
footer tag with data from the original file, including 
checksums, file size, database type, the effective dates 
and the original database key are written to the output 
file 82 and sent to the user along with the upload file 
25 NETLOAD.EXE in step 82 as discussed above. If the 
software key in the GPS unit 40 matches the database 
key, the NETLOAD.EXE file decrypts and uploads the 
updated database into an integrated GPS unit 40. 

FIG. 14 is a flowchart for the decryption 
program 4 5 (NETLOAD.EXE) for uploading the encrypted 
database software to the GPS unit 40. As mentioned 
above, the encrypted database file 82 is provided with 
the encrypted data as well as a footer tag which 
includes the original software key, checksums, the file 
size, the database type as well as the effective dates 
for the database. In step 86, the footer tag is read 
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file 82. is discussed in m,re detail below the 
software Icey tror> the footer tag is used Z\, 
first byte of the database i„ step Be 7^ 
' byte is decrypted th» v ""^^"^ 
in step .0 ^Ttt 2 " " "^'^ ^y^e 
calcullted-toltr:^^/:: Se^^rr ' ' 

^« in step procesTo" st^pHaTn 

for each bvte in fK» ^ ^ repeated 

cn oyte m the encrypted database file a? =o 
indicated by step 94. After all «^ .1 t 
output file 82 hL K ^'^^ ^^^'^^^ the 

matrb i-v.^ ^ ^ ^o. it the checksums 

:era^^^"s:fLl".rr"^ - 

"nit type are rlZZ ""^ ""^ 

type are received from the GPS unit an 

aetennines in step 100 whether the oriit . 

the database file requested rT ! ^ "^""^^ 

is -spiay. in step^:roth:Lr-; zrzr'-'' 

proceeds to sten lOA a„x = system 

^ey received ^rlZ:Z-TTj::iT..T.^^^^^^^^^^ 
key used to «>nr.r^,«4. ^v. «accnes the software 

I uisea CO encrypt the dateibase fn« =r,^ 
the footer tao mor,*- ■ ^ ^^^^^e file and contained in 
i-uuter cag mentioned above rr 

-sase is displayed in step loe. c :e„:s°e"::: t 
proceeds to st^r. nnp u ^^-nerwise, the system 

fro. the CPS unL TZ\T.r''-''' ^^'^^^^^^ 
the output file 82 IfteVthe fi^' "^^^ ^^^^ ^" 
or unkeyed, the kev i^ I ! ''^'^ decrypted 

byte. The steps 108 . — 
y ine steps 108 and no are repeated until a 

sufficient number of bvt-^Q h= w 

c-JT or oytes have been unkeved for- = « , -, 
packet as indlraro^ ^ ""«-eyea for a full 

c a.o xiiaacated m step 112 Pa.-*, .. • 

11^. Each time a packet is 
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full, a packet of decrypted data is sent to the GPS unit 
40 in step 114. As indicated in step 116, the process 
is repeated until all of the bytes in the encrypted 
database file have been processed. 

Essentially the encryption process is based on 
cyclic redundancy code {CRC) table of 256 pseudo random 
numbers from 0 to 255, for exaitple, as illustrated in 
TABLE 1. 



TABLE 1 



15 



20 



CRC TABLE ENTRY 


VALUE 


0 


0 


1 


1996959894 


2 


3993919788 


3 


2567524794 






114 


3188396048 










141 


2466906013 










237 


3736837829 






255 





Initially, a seed CRC value is chosen, for 
example 13579246. The first byte in the database or 
source file is read and added to the seed value. For 
example, if the first byte in the database equates to 
30 the number 3, the new byte will be the CRC seed value 
(13579246) plus the byte read from the file Boolean 
ANDed with the hexadecimal number FF or 255. For 
example, adding the value of the source byte 3 to the 
seed value of 13579246 would equal the number 13579249. 
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Taking the number 13579249 and Boolean ANDing it with 
the hexadecimal number 255 yields the number 241. 
Therefore, the new byte written to the file as shown i 
TABLE 2 below will be 241. 



TABLE 2 



ORIGINAL DATA 
FILE 


NEW DATA FILE 


CRC KEY 
(START = 
13579246) 


3 


241 




132 






204 







After the first byte is keyed or encrypted, the 
CRC value for the next byte needs to be updated by 
taking the current CRC value and doing a Boolean 
EXCLUSIVE OR with the original byte. That value, in 
turn is Boolean ANDed with the hexadecimal niomber 255 
which provides an index into the CRC table (between 0 
and 255) . The CRC table value that is looked up with 
that index is then Boolean EXCLUSIVE ORed with the CRC 
value shifted to the right 8 places, for example as 
shown below, 

134579246 * 3 = 13579245 

13579245 & 255 = 237 
CRC_TABLE[237) = 3736837829 

13579246 » 8 - 53043 

3736837829 * 53043 - 373S818166, which is now 
the new CRC value as illustrated in TABLE 3: 



30 



TABLE 3 


ORIGINAL DATA 
FILE 


NEW DATA PILE 


CRC KEY 
(START o 
13579246) 


1 


3 


3736818166 


132 






204 
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The process is repeated for each byte in the 
file, for exanple as shown in TABLE 4 below. 



BYTE NUMBER 


ORIGINAL 
DATA FILE 


NEW DATA 
FILE 


CRC KEY 
(START = 
13579246) 


1 1 


3 


241 


3736818166 


2 


132 


122 


3201674049 


3 


204 


13 


2478254646 j 



file. 



The process is repeated for each byte in the 

In order to decode or decrypt the data bytes, 
the process is simply reversed starting with the same 
known seed CRC key and the same base CRC table values, 
for example as illustrated in TABLE 5 below. 



BYTE NUMBER 


KEY DATA 
FILE 


NEW DATA 
FILE 


CRC KEY 
(START = 
13579246) 


1 


241 






2 


122 






3 


13 







Initially, the first byte from the keyed file 
is read, for exaitqple 241. The current value of the CRC 
key (13579246J is subtracted from that value. The 
result (-13579005) is Boolean ANDed with 255 which 
provides a result of 3 which was the original starting 
point for example as shown in TABLE 6 below. 



BYTE NUMBER 


KEY DATA 
FILE 


NEV7 DATA 
FILE 


CRC KEY 
(START = 
1359246) 


1 


241 


3 




2 


122 
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BYTE NDMBER 


KEY DATA 
PILE 


NEW DATA 
PILE 


CRC KEY 
(START = 
1359246) 


3 


13 







The CRC key is then updated for the next byte 
In order to update the CRC key essentially the same 
method is used as before. The new byte 3 is EXCLUSIVE 
ORed with the current value of the CRC key (13579246) 
The result (13579245) is then Boolean ANDed with the " 
hexadecimal number 255 with a result of 237 which is 
used as an index to look the CRC value in the CRC lookup 
table. The current example of the index corresponds to 
a table value of 3736837829. The current CRC key 
(13579246) is then shifted to the right 8 places. The 
result 53 043 is EXCLUSIVE ORed with the value that was 
looked up in the CRC table (3736837829) by way of the 
index 237. The result 3736818166 is the CRC for the new 
byte, for example as shown in TABLE 7 below. 
TABLE 7 



BYTE NUMBER 



KEY DATA 
FILE 



241 



NEW DATA 
FILE 



CRC KEY 
(START = 
13579246) 



3736818166 




122 



13 



For the next byte the current CRC key 
3736818166 is subtracted from the next byte read 122 
the result being 558149252. This result 558149252 is 
anded with the hexadecimal number 255 to' produce the 
next byte 132 which, is the original byte number in the 
original data file. The process is repeated for each 
byte as shown below in TABLE 8. 
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BYTE NUMBER 



241 
122 
13 



132 
204 



3736818166 
3201674049 
I 2478254646 
The process is repeated until the end of the 
file and the end result is that the output file exactly 
corresponds to the original file which was encrypted 

Obviously, many modifications and variations of 
the present invention are possible in light of the above 
teachings. Thus, it is to be understood that, within 
the scope of the appended claims, the invention may be 
practiced otherwise than as specifically described 
above. 

What is claimed and desired to be secured by 
Letters Patent of the United States is: 
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WECLATM. 



1. A method for preventing unauthorized use 
Of software transmitted over a communication link, the 
method comprising the steps; 

(a) providing an electronic unit with a unique 
software key; 

(b) encrypting the software to be transmitted 
as a function of said unique software key; and 

(c) transmitting the encrypted software over 
said communication link. 

(d) providing an upload program which only 
allows for uploading of said software into an electronic 
unit with a matching software key. 

2. The method as recited in Claim 1, wherein 
saxd software key is embedded in the electronic unit in 
which the requested software is to be uploaded 



3. The method as recited in Claim i. wherein 
said encrypting step includes cyclic redundancy coding 



4. The method as recited in Claim i, wherein 
said communication link is wired link. 
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5. The method as recited in Claim 4 , wherein 
said wired link is an Internet link. 

6. The method as recited in Claim 1, wherein 
said encrypted software includes a footer tag that 
includes the unique software key. 

7. The method as recited in Claim 6, wherein 
said upload program decrypts said encrypted software. 

8. The method as recited in Claim 7, wherein 
said upload file reads the unique software key from the 
footer tag and compares the software key in the footer 
tag with the software key in the unit. 



9. A system for preventing unauthorized use 
of software transmitted over a communication link, the 
system comprising: 

an electronic unit with a software key; 

means for encrypting software as a function of 
said software key defining encrypted software; 

mectns for transmitting said encrypted software 
over a communication link; emd 

means for uploading said encrypted software 
into an electronic unit with a matching software key. 



10. The system as recited in Claim 9 , wherein 
said software key is embedded in said electronic unit. 
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11. The system as recited in Claim 9, wherein 
said encrypting means utilizes cyclic redundancy coding 
for encrypting said software. 



10 

12. The system as recited in Claim 9, wherein 
said uploading means includes means for decrypting said 
encrypted software. 

15 
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WELCOME PAGE 






DATABASE 
SELECTION PAGE 






PAYMENT 
PA 


METHOD 
GE 



CREDIT CARD 
PAGE 



} 






CONFIRMATION 
PAGE 
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DOWNLOAD 
IN-PROGRESS 
SUBPAGE 





USERNAME/ 
PASSWORD PAGE 
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32.5 run 


UPDATE DB ON 




GROUND ONLY 


LEG 


KEY m2A949 


SETS 


UPDATE PUB DB ? 



DATABASE KEY NEEDED 
FOR DOWNLOAD 



38^ 



USER INFORMATION 




IBM COMPATIBLE 
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INTERNET SERVER 




IBM COMPATIBLE 
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DATABASE & LOADER PGM 







INTERNET SERVER 
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DATABASE 
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IBM commii 
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/zipped L 



IBM COMPATIBLE 



INTERNET SERVER 
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MTim, 

EXE 




USER PROWES: 

1) CEQICE OF DATABASE 
2a) CREDIT CARD SOMBER OR 
2b) ACCOUST SAME i PASSWORD* 
3) DATABASE KEY 



*_ USER HAS ALREADY SET UP AS 
ACCOUST flTB (SELLER) BEFORE CALUSG 
IF ACCOUST/PASSfORD OPTIOS IS USED 



SELLER PERFORMS: 



la) aSDIT-CARD CHECK OR 

lb) ACCOUST/PASSfORD YERJEICATIOS 

2) STAMP A MASTER BB FILE im KEY 

3) CREATE AJnPFMim KEY-ED DB 
FBI ASD SETLOADm SOFTfARE 

4) DOffSLOAD THE .ZIP FOE TO THE USER 

5) CHARGE THE USER'S CREDIT CARD 
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WELCOME PAGE 
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SELECT A 
DATABASE PAGE 
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ieleome to Vrr (Sefkr) DaiBbm Updak Cenkr 




If you have a pn-exvsUng ooeotoit ai 19 unth us, enter yowr name and pasm 


>rd liere: 


NiUKr 
PASSWORD: 




SUBMT Nam t Pcasward 




OR 




Select a Hatobase, and u;e iviS osfc you /or a errau-eofxl later. 




Select a Database // FAQ // Badt to (Sdkr) Hem Page // 




that do I need far this? // Feedbaefc 





Select a Data5ase 

// you would tifce to see a price Kst; frcss fere. 

// you would tike wfarnuUian m database coverojfe areas, Press Jere. 

fant to tnaw haw big the files are before you download? Press fliere. 

fhat type of prot&icf is ^ database for? fiDnip-down Choice 6oij 

Wiat is the fl-cter Database ley jiw the unit? r«ample: 0012A4(% Eelp 

SOBMT 

FAQ // Bode to fSeOcrj ffome Page //Vhatdol need for ihxs? // ftedboci 
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Cndii Card Etdxy for Payment 

EnUr your enUi card number ond ezpiniKon date below: 

CnHd Card ti/pe: 

0 MasterCmi o Ftsa o ^mmeoi Express (Radio Hutton Chmees) 

Sam on Credit Cant 

Credd Card JVumber 

l!tpiiiBfion Mk Exanqiies: 03/99, 12/97, 09/01 

Phone dumber (inc^aimg area, and/or eaaJry code): 

EmaH Adirm: (apHmai) 

SUBMIT 



(If you desire, yott may setvpa jre-ofprmd account vriHi (Seller) via the telephone. 
You vM be given a user time and pasmrd, ond when you douniM your credit 
card vM be charged autmaHcaJiy. // you would fifce to set up an account Uaa way, 
jAone 555-555-5555 from 8 cm. to 5 jktn. Central Tim, Monday Uvrovgh Friday.) 

FAQ // Baek to (SeOer) Bom Page // fhai do I need for this? // Feedhoek 

<;32 . 

fhxs page wiK on^ be shown \f the user did not enter Confirm Dowtdoad 

i /lie has been created eoBed <0012l.0UIP>, created with the ibey 0012A4CS. 

Make sure the utforauition is correct IWs /ife wiU not igNtate a unit with 
a dijjfierent fcey. 

iVess Jcre to download the /ile now. Tour credit card will he charged upon 
success/ifl completion of the doumtood. 

Thank you for vaing (SeHer). 

FAQ // Bad: to (SeUer) Horn Page // that do I need for Has? // Feedback 
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A GPS UNIT 
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CUSTOMER LOGS ON TO THE 
INTERNET, CHOOSES A 
DATABASE PRODUCT. AND 
INPUTS THE DATABASE KEY. 



USING THE DATABASE 
KH, A KEY-ED DATABASE 
FILE IS CREATED. 
(KEYDB.C) 










/ZIPPED I 
VDATAmEX 
\ DAT \ 


KEY-ED DATABASE FILE IS 
SENT TO THE CUSTOMER 
WITH THE NETLQADUE 
SOFTWARE. 







CUSTOMER UPLOADS THE 
KEY-ED DAUBASE FILE INTO 
mm CPS UNIT FROM 
THEIR PC (NETLOAD.C) 
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STARTWG AT BYTE 1, CODE 
THE BYTE mTBE MASTER 
FM mHTHS KEY 
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VFDATE THE KEY 
FOR THE mr BYTE 



jRjfE THE KEY-ED BYTE 
TO OUTPUT FU£ 
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EACH BYTE 
IRFBE 
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WRITE FOOTER TAG KITH 
DATA FROM ORIGISAL FEE. 
INCUJBm CHECKSUMS, FILE 
SIZE, DATABASE TYPE, EFFECTIVE 
DATES, m OBICm DB KEY 
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HEVFOE HITH 
KEY-ED DATA 
ASD FOOTER TAG, 

DATABASEMT 



(THIS IS THE FU£ SENT 
TO THE END USER.) 
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STOP AND ISSUE 
ERROR MESSAGE 



DOES 
CALCULATEd 
CHECKSUM MATCH 
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SESD WBMTinCATION PAim 
CONTABilHG GPS UNIT 
TYPE m DATmSE KEY. 
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USBfG DATABASE KEY 
SENT FROM THE GPS UNIT. 
UNKKY BYTE 1 Hi FOE. 



UPDATE THE KEY FOR 
THE SEir BYTE 
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m PACKET 
^FUIL 
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SEND PACKET OF UNKSYED 
DATA TO THE GPS UNIT. 
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REPEAT UNTB. ALL BYTES 
FOR DATABASEMT FILE 
AHE PROCESSED. 



STOP AND ISSUE 
ERROR MESSAGE 
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